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1 Introduction
1.1 General
1.1.1. See Framework Document Tier 1 for an overall description of the Information Sharing Toolkit and its different elements; Tier 1 also sets out the rules, values and principles for information sharing between organisations irrespective of the purpose at an organisations ‘strategic’ level.
1.1.2. In order to share appropriate information between partners there must be a lawful, defined and justifiable purpose(s) which supports the effective delivery of a policy or service that respects people’s expectations about the privacy and confidentiality of their personal information but also considers the consequences of a failure to act. This in turn must be supported by robust business procedures.

1.1.3. The questions in this document are designed to ‘walk’ Managers/Designated Person’s and other specialist support (e.g. Legal, ICT, Data Protection, etc.) through a process that should help fulfill this objective.
1.2 Scope of the Information Community Agreement
1.3.1. This Information Community Agreement (ICA) is the second (Tier 2) element of the Toolkit. It asks the ‘who/why/where/when/what/how’ questions. It is aimed at an organisations ‘tactical/middle management’ level and it will: detail the organisations who are party to it and the groups of service users it impacts upon; define the specific purpose(s) for information sharing and the relevant legislative powers; clarify the types of data to be shared; identify any common policies and standards that will apply across the Community including the process for review. 
1.3.2. Those Managers/Designated Persons negotiating this ICA will have to complete Sections 3 to 7 inclusive.
1.3.3. The ICA and any associated Operational Arrangement(s) are supplementary to the ‘Framework Document’ (Tier 1) that shall have been agreed between the participating partner organisations and partners must give consideration to its contents when drawing up an ICA. 
1.3.4. There may be a series of ICAs and associated ‘Operational Instruction’s’ between one or more partners that facilitates appropriate information sharing for a specific purpose(s).
1.3.5. Partners may only use the information disclosed to them under an agreed ICA only for the specific purpose(s) set out in that document. They may not regard shared information as intelligence for the general use of their organisation unless they have defined and agreed this purpose within the ICA and have informed their respective service users of this use.
1.3.6. When the final ICA has been agreed it must be allocated a unique ‘ICA Title’ and ‘Reference Number’ – these must be entered onto the frontispiece of the document where indicated. A log of these will be maintained and managed. This will be the responsibility of the Multi-Agency Information Governance Group (MAIGG).
1.3.7. Where this ICA impacts, or has a dependency, on another ICA/OA then details of these must be entered into the Table at Section 1.7 of this document.
1.3 Operational Arrangement (Tier 3)

1.3.1. This ICA must be supplemented by individual service/sector specific ‘Operational Arrangement(s)’ (OA) (Tier 3) that will define the business processes which support information sharing between two or more organisations for a specific purpose; e.g. IS Index, Common Assessment Framework, Assessment Process, etc.

1.3.2. As each ‘linked’ Operational Arrangement is completed details of it must be entered into the table at section 1.6 of this document.
1.4 Service Users - Privacy, Confidentiality & Consent (Tier 8)
1.4.1. It is the responsibility of the Manager(s), and/or ‘Designated Person(s)’, negotiating and agreeing this ICA to always have consideration of its impact on the privacy of service users and to take account of their legitimate expectations and rights in regard to the use of their personal information (see this document Section 3). Therefore, this ICA must be accompanied by individual service/sector specific processes, guidance and documents that communicates to appropriate service users its impact upon them and should cover issues such as ‘Fair Processing’, ‘Privacy, Confidentiality & Consent’, ‘Information Sharing’, ‘Subject Access’ etc. 
1.4.2. Practical guidance can be found in the ‘Privacy, Confidentiality and Consent ‘Practical Guidance’’ document (Tier 8).
1.5 Parties to the Information Community Agreement & Indemnity
1.5.1. The parties to the ICA are those that have signed the Declaration of Acceptance and Participation (DAP). This list, along with the details of each organisation’s ‘Designated Person(s)’ as shown on the ‘DAP’, will be updated and reissued on a regular basis. 
1.5.2. By signing this document all of the parties agree to accept and implement this Information Community Agreement and any associated Operational Arrangement and to adopt the statements and procedures contained within them.
1.5.3. Each party to the IS Toolkit agrees that, in the event that they fail to comply with the information sharing principles and procedures set out in this IS Toolkit, they will indemnify any other party against any losses, costs, expenses, damages, liabilities, demands, claims, actions or proceedings sustained as a result of that failure, save that where a claim arises as a result of more than one party’s failure to comply with the principles set down in this IS Toolkit, those parties will negotiate apportionment of liability.

1.5.4. Any purported breaches of, or other complaints about, this Agreement or linked Operational Arrangements will be dealt with in accordance with the processes described at Section 5 of this document.

1.6 Operational Arrangements Linked to this ICA:
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1.7 Links to Other ICAs & associated Operational Arrangements:

	ICA/OA?
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	Effective From
	Effective To
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2  Background Information

[An ‘Information Community’ can best be described as a group of two or more organisations who have come together for a common purpose(s) with a shared objective in respect of information processing/sharing. Please describe the policy context, and any other appropriate background information, for this particular ICA].
2.1. This Information Community Agreement is between the organisations listed in Appendix 1.

2.2. [Insert details of project]

3 Operational Requirements
3.1 Target (Service User) Group
[please describe the service users that this particular ICA and its associated OAs impacts upon. Include reference to whether it is targeted at a specific age gropu, category of service user, particular levels of need (i.e. universal, support needed, intensive support needed, protection needed), a geographical area or any mix of these].

3.1.1. The purpose of [the group of organisations] is to [insert purpose in respect of service users]. In pursuit of these aims, the [group of organisations] should ensure that the scale and depth of assessment is kept in proportion to service users’ needs; agencies do not duplicate each other’s assessments; and professionals undertake work in the most effective way.
[This ICA can be used for business and service development purposes. In these cases service users can include employees.]

3.1.2. Service users in the case of this ICA are [define the service users].
3.1.3. [insert any other relevant background information].
3.2 Purpose of Information Sharing

3.2.1. [Insert purpose(s) and reason(s) for which service user information is being shared, how it will benefit the service and how each organisation will use the information.]
3.3 What is to be shared?
3.3.1. The type of service user information to share will cover :
· Aggregated (Statistical) Information

· Depersonalised/Anonymised Information

· Personal Identifiable Information (non-sensitive & sensitive)
· [Any other type of information or delete as applicable].
3.3.2. Schedule 2 and Schedule 3 conditions of the Data Protection Act 1998 (DPA98) apply because: to process any ‘Personal Identifiable Information’ at least one of the conditions from Schedule 2 of the DPA98 must be met and if it is ‘sensitive information’ then at least one of the conditions from both Schedule 2 and Schedule 3 of the DPA98 must be met. 
3.3.2.1. [insert which schedule 2 and 3 conditions apply]
3.3.2.2. ‘Personal Identifiable Information’ is any data which relates to a living individual who can be identified from that data, or from other data held by the data controller.

3.3.2.3. ‘Sensitive Information’ means personal data that consists of information as to

· Racial or ethnic origin of the subject

· Political views of the subject

· Religious beliefs of the subject

· Membership of trade union by the subject

· Physical or mental health or condition of the subject

· Sexuality of the subject

· Commission or alleged commission of an offence

· Legal proceedings for any offence committed or alleged to have been committed by the subject.

3.3.3. [Insert the sources/case management systems here].
3.3.4. An information sharing Matrix as in Tier 4 of this toolkit can be used to clarify what information is to be shared.

3.4 Legal Basis for Information Sharing
3.4.1. The legal basis that underpins this Information Sharing Arrangement is as follows: [delete/add as applicable]:
· The Local Government Act 1972
· The Local Government Act 2000
· The National Health Service Act 1977
· The Children Act 1989
· The Children Act 2004
· Education Act 1996
· Education Act 2002
· Learning and Skills Act 2000
· Education (SEN) Regulations 2001
· Children (Leaving Care) Act 2000
· Protection of Children Act 1999
· Immigration and Asylum Act 1999
· Crime and Disorder Act 1998
· Criminal Justice Act 2003
· Health Act 1999
· The Adoption and Children Act 2002
3.4.2. All of the above statutory provisions must be used in a manner that is compatible with the requirements of the Data Protection Act 1998 and the Human Rights Act 1998 and, unless the statutory provision clearly authorises disclosure, with the common law duty of confidentiality. The requisite duties and powers (express and/or implied) arising from this legal basis will facilitate the lawful sharing of appropriate service user information.
3.4.3. In addition to this legal basis are the non-statutory regulations and guidance provided by [enter or delete as applicable].
3.5 Service User Impact Assessment
[Describe what steps have been taken to consider and minimise the impact of sharing service users’ personal/sensitive information on their privacy; could the same results be achieved by sharing only aggregated and/or anonymised information? Also consider whether there is a duty of confidence incumbent upon any of the organisations and what impact this may have. The headings here have been entered as suggestions and guidance only.
3.5.1 Privacy & Confidentiality

3.5.1.1. There are many reasons or purposes why person identifiable data may be shared within and between organisations. It is necessary to ensure that the security and confidentiality of this data is safeguarded and there is no unlawful disclosure. 
3.5.2 Service User Consent

3.5.2.1. In order to share personal sensitive data then explicit consent must be gained from the service user or, where appropriate, the person with parental responsibility for them. This means that the service user has been provided with more detailed information to enable them to give an unambiguous expression of agreement. Ideally, this should be evidenced by a signed Consent Form. The signed consent form authorises the flow of appropriate information between organisations as detailed and agreed in the ICA and its associated Operational Instruction(s).

3.5.2.2. A template form for obtaining consent to share information can be found as appendices in Tier 5: Information Sharing and Confidentiality Policy and Guidance (appendix 11), and Tier 8: Privacy, Confidentiality and Consent ‘Practical Guidance’ (appendix 1). 
3.5.3 Service User Awareness & Rights

3.5.3.1. Service users will be made aware as to how their information will be processed and shared by the organisations in this ICA. This should be done at the time the data is collected, and should be made clear when consent is being sought.
3.5.3.2. Under the Data Protection Act ‘fair processing’ covers service users’ rights and how these may be exercised, including Subject Access Requests and Complaints Procedures. Organisations have a duty to issue a fair processing notice to explain the procedures for these within their organisation.

3.6 Common Policies and Standards

3.6.1. [please detail any common policies and standards that are deemed applicable to this particular ICA and associated OAs. A full listing should be included at section 6.]]

4 Information Sharing Procedures & Processes

4.1. Details of Information Sharing Procedures and Processes will be described in detail within each appropriate Operational Arrangement (Tier3) linked to this ICA.
5 Management Procedures & Processes

5.1 Adoption, Dissemination & Implementation

5.1.1. [List all organisations who share this ICA] will formally adopt this ICA. Each organisation will then take responsibility for the appropriate dissemination and implementation of this agreement. 
5.1.2. The ICA will be supported by existing Policies regarding Information Governance, and associated training / support.
5.2 Information Governance

[Please describe the information governance arrangements for this particular ICA and associated OAs. Include reference as to the composition, and responsibilities, of the appropriate Multi-Agency Information Governance Group, as well as to any specific information governance/sharing standards. Ensure that details of the individuals [Designated Persons] who will have overall responsibility for this ICA within each of the signatory organisations is included on the DAP and at Appendix 2.

5.2.1. The organisations referred to in this ICA should all have an appointed Caldicott Guardian whose role it is:

· To safeguard the confidentiality of patient information;

· To review and monitor Information Sharing Protocols internally and across organizational boundaries;

· To ensure year on year improvement of performance in handling patient information;

· To develop security and confidentiality policies;

· To advise on confidentiality issues at a strategic level;

· To arbiter in disputes around the sharing of personal information.

5.2.2. Each organisation referred to in this ICA should have appropriate measures in place to comply with the requirements of the Data Protection Act 1998.

5.2.3. The presence of an ICA confirms the agreed and justified sharing of data for the purpose specified. Information held by the receiving organisation is not authorized to be used for any purpose other than that specified.

5.2.4. The individuals who will have overall responsibility for this ICA within each of the signatory organisations are listed in Schedule 1 of this ICA on the ‘List of Signatory Organisations & their Designated Person’s’.
5.3 Data Controller Responsibilities

5.3.1. Each agency will have its own data controller who is responsible for controlling what data is collected and held, and what it is used for. Refer to each agency's Data Protection Policy.

5.4 Monitor & Review Process

5.4.1. The operation of this ICA will be monitored through the meetings between [the signatory organisations]. The process of formally reviewing this ICA will commence approximately three months prior to the agreed common review date set out in section 7 below. Any ad-hoc actions (e.g. queries, complaints, etc) will be handled by an appropriate member of [insert name of group], and if not resolved will be taken to the Multi-Agency Information Governance Group.
6 Associated Documents
6.1 General Documents
6.1.1. Those within the Information Sharing Toolkit, specifically:

Tier 1 – Framework Document
Tier 2 – Information Community Agreement
Tier 3 – Operational Arrangement
Tier 4 – Matrix 
Tier 5 – Information Sharing and Confidentiality Policy and Guidance

Tier 6 – Information Sharing Guides

· Staff Guide
· Guide for Service Users, Parents and Carer
· Guide for Young People
Tier 7 - Learning Outcomes for training on Information Sharing.

Tier 8 – Privacy, Confidentiality and Consent ‘Practical Guidance’.
6.1.2. These documents will be made available through the Trafford Intranet, Trafford PCT Intranet and HCT Intranet.

6.1.3. They will also be made available through the CYPS website at www.cyps.org and the Trafford website at www.trafford.gov.uk 
6.2 Specific Documents [enter or delete as applicable].
6.2.1. Practitioner Guidance & Codes of Practice
6.2.2. Information Governance Standards

6.2.3. Service User Specific Documents; e.g. Fair Processing Notice, Consent Forms, etc.

7 Produced by and Change History


7.1 Name of working Group: 
	Name
	Organisation
	Role 
	Contact No
	E-Mail

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Date signed off:………………

7.2 Change History
	Version
	Amended by
	 Amended Date
	Summary of main changes

	2.02.02
	Sarah Maynard
	12/04/2007
	2nd Draft

	2.2.03
	Sarah Maynard
	08/05/2007
	3rd Draft

	2.2.07
	Sarah Maynard
	19/10/2007
	7th Draft

	2.2.08
	Sarah Maynard
	28/01/2007
	8th Draft

	2.2.09
	Michelle Peel
	30/01/2007
	9th Draft – sent for consultation

	1.00
	Michelle Peel
	17/04/2008
	Changes made as a result of the consultation. Approved by TSCB.


8 Effective Date

8.1. This ICA is considered to be effective from [insert date].

8.2. This ICA will cease to be current, and therefore in need of a formal review, agreed as 12 months from the date in 8.1 above.

9 Actions Arising

To indicate what, if any, actions arise from this particular Arrangement, who they are incumbent upon, the time frame for completion and how they will be measured; and to cross-reference these to the appropriate sections within this document.
To be completed after approval.
Appendix 1


Signed by, for and on behalf of: 

   

          Page 1 of    

	Organisation


	

	Name


	

	Position


	

	Contact details; i.e.
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	Organisation’s contact for Information Processing/Sharing
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	Contact details; i.e.

- Phone number

- Email
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NB. Please see Framework Document Tier 1:

Declaration of Acceptance & Participation – for further details.
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N.B. Please remember to insert this page into the Operational Agreement (Tier 3) Document.
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