
[image: image7.emf] 

Do you  have a valid reason  for sharing  information?  

Yes  

Does the information enable  an individual to be  identified?  

Do not share  and record the  reason for  your decision    

Is the information  confidential?  

No   Y e s  

Yes  

Is the  information  sensitive?  

Is one of the   S chedule 2    C ondition s  met under the    Data Protection Act ?    

Is   one of the   S chedule  3  C ondition s  met  under The Data  Protection Act ?    

Identify how much information to share  –  Distinguish fact from opinion  –  Ensure that you  are giving the  information to the right person  -   Share information  –  Inform the person that  the information has been shared if they are unaware of this and it would not create risk.    

Record the information sharin g decision, who the information  was shared with and the reason for sharing, on the child’s  records.    

Would seeki ng consent:      Place a child at risk of  harm?      Place another person at  risk?      Prejudice the  prevention or detection  of crime?      Lead to unjustified  delay?        

DP Act Schedul e 3  Conditions      Subject has given explicit consent to sharing information      Sharing information is necessary to establish, exercise or  defend legal rights; or      Is necessary for the purpose of, or in connection with any  legal proceedings; or      To protect someone’ s vital interests and the person to  whom the information relates cannot consent, is  unreasonably withholding consent, or consent cannot  reasonably be obtained; or      To perform a statutory function      Or it is in the substantial public interest      Is necessary to p revent or detect a crime and consent  would prejudice that purpose      Processing is necessary for medical purposes and is  undertaken by a health professional  

Sharing Information  –  When & How  

No  

DP ACT Schedule 2   Conditions      Subject has given  explicit  and informed  consent      Sharing is necessary to protect  vital interests      To comply with a c ourt order      To fulfil a legal duty      To perform a statutory function      Public Interest      To prevent or detect a crime    

Yes  

  Ensure compliance with the Data Protection Principles    

No  

No  

You     Can     Share     

No  

IF THERE ARE ANY CONCERNS OR DOUBTS DISCUSS THEM  WITH YOUR MANAGER  

No  

Key:                Warning instruction                 Consider further guidance          and / or take advice          Proceed ,  follow ing  guidance  

Yes  

  You    Can    Share    

Yes  

No  

Yes  

Have  you obtain ed     Informed and  explicit   Consent before  sharing ?  

Yes   No  

You    Can    Share    
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INTRODUCTION

The Government’s Vision for Information Sharing in the Future (Sept 2006) is to ensure that information will be shared to expand opportunities for the most disadvantaged, fight crime and provide better public services for citizens and business, and in other instances where it is in the public interest. Some of the relevant themes within the vision for Services working with children and young people are:
· Stronger safeguards and transparency 
· Greater convenience in a citizen’s everyday life. 
· Sharing across silo groups to expand opportunities for the most  

           disadvantaged. 
There is an increasing emphasis on integrated working across children’s services so that support for children, young people and families is focused around their needs. The aim is to deliver more and better early intervention to prevent problems escalating and to increase the chances of a child or young person achieving good outcomes. 

Whether the integrated working is across existing services or though multi-agency teams, success depends upon effective partnership working between universal services (such as education and primary health care) and targeted and specialist services for those children and families at risk of poor outcomes. Effective services will usually require active processes for identifying children and young people at risk of poor outcomes, and passing information to those delivering targeted support. Practitioners sometimes express concern about how this can be done lawfully.


The guidance aims to support more confident sharing of information and is for everyone who works within Trafford Children and Young Peoples Service (CYPS) and staff working in Trafford Primary Care Trust (PCT) & Trafford Healthcare Trust (HCT), particularly those working with babies, children, young people and their families. It is also available to our partners working in the voluntary sector to use to support their practice.

This document:

· Sets out why information sharing is important (Section 1);

· Sets out the principles that underlie decisions on information sharing (Section 2); 

· Sets out how to share, access and receive information securely (Section 3); and

· Summarises the laws affecting information sharing (Appendix 1).

This guidance is supported by the following shorter guides:

· Sharing Information, a Quick Guide for Practitioners

· Sharing Information, a Guide for Service Users, Parents & Carers

· Sharing information, a Guide for Young People

POLICY STATEMENT 


Sharing information is vital for early intervention to ensure that children and young people with additional needs get the services they require. It is also essential to protect children and young people from significant harm from abuse or neglect. 

Improving information sharing practice is therefore a cornerstone of the Government “Every Child Matters” strategy to improve outcomes for children. This guidance complements and supports wider policies to improve information sharing across children’s services. These include:


■
The statutory guidance under the Children Act 2004 for agencies covered by the duty to co-operate to improve well being and by the duty to safeguard and promote their welfare;


 ■
The Common Assessment Framework for children and young people (CAF), a shared assessment tool used across services to avoid children and families having to tell and retell their story and help professionals develop a greater shared understanding of a child’s needs;

 ■ 
A lead professional role to coordinate action if more than one service is involved;

■
The Common Core of Skills and Knowledge for the Children’s Workforce (DFES 2005) for everyone working with children and families;

■
The information sharing index: ‘Contact Point’, which will help practitioners contact one another more easily and more quickly to support earlier intervention and stop children falling through the net; 

■
The revised “Working Together” guidance (DFES 2006) which sets out specific detailed guidance on what to do to safeguard children; 

■
The Sure Start Children’s Centres Practice Guidance, which focuses on identifying and intervening with the most disadvantaged and hard-to-reach families; and
■
The statutory guidance to support the Multi Agency Public Protection Arrangements (MAPPA), which forms the basis of public protection, including protection of children, and which operate on a multi agency partnership basis throughout England and Wales.

The aim of the guidance is to improve practice by giving practitioners across children’s services clearer direction on when and how they can share information legally and professionally.

It is important that practitioners understand when, why and how they should share information so that they can do so confidently and appropriately as part of their day-to-day practice. 

In most cases decisions on information sharing will be straightforward. The following principles are the key ones to observe: 

· You must explain to families at the outset, openly and honestly, what and how information will be shared and why, and seek their agreement. The exception to this principle is where to do so would put the child or others at increased risk of significant harm, or if it would undermine the prevention or detection of a serious crime;


· You must always consider the safety and welfare of a child or young person when making decisions on whether to share information about them. Where there is concern that the child may be suffering or is at risk of significant harm, the child’s interests must be the over-riding consideration;


· Where young people or families do not consent to share confidential information, you must, where possible, respect their wishes. You may still disclose if in your judgment on the facts of the case the public interest is sufficiently strong to over-ride that lack of consent;

· Seek advice where you are in doubt, especially where your doubt relates to a concern about possible serious harm to a child or significant harm to others;

· Ensure that the information you share is accurate and up-to-date, necessary for the purpose for which you are sharing it, shared with those people who need to see it, and shared securely; and

· Always record the reasons for your decision – whether it is to share information or not.

SECTION 1

1.1 
Why Information Sharing Is Important

Sharing information is an essential part of enabling early intervention to help children, young people and families who need additional services to achieve good outcomes. This could be additional help with learning, specialist health services, or help and support to move away from criminal or anti-social behaviour, or it could be support for parents in developing parenting skills. As local areas move progressively towards integrated children’s services, the professional and confident sharing of information is becoming more important to realising the potential of these new arrangements and to delivering benefits for children, young people and families.
Information sharing is also vital to safeguarding children and young people. A key factor cited in the Victoria Climbié Inquiry was a failure to share information, and consequently to understand the significance of the information shared and to take appropriate action in relation to known or suspected abuse or neglect.

Practitioners clearly recognise the importance of information sharing and there is much good practice. But in some situations, practitioners feel constrained from sharing information by their uncertainty about when they can do so lawfully. This policy aims to provide clarity on that issue. It is important that practitioners feel supported by Trafford CYPS and their partner agencies in working through these issues; that all practitioners are clear when information can be shared where there are concerns about significant harm; that good practice in sharing information at an early stage as part of preventative work is recognised and embedded; that everyone understands what information is and is not confidential, and the need in some circumstances to make a judgement about whether confidential information can be shared, in the public interest, without consent. 


The statutory guidance on Section 11 of the Children Act 2004 states that in order to safeguard and promote children’s welfare, the agencies covered by Section 11 must make arrangements to ensure that:

a.
All staff in contact with children understand what to do and the most effective ways of sharing information if they believe that a child and family may require particular services in order to achieve their optimal objectives;

b. 
All staff in contact with children understand what to do and when to share information if they believe that a child may be a child in need, including those children suffering or at risk of suffering harm;

c.
Appropriate agency-specific guidance is produced to complement guidance issued by central government, and such guidance and appropriate training is made available to new staff as part of their induction and ongoing training;


d.
Guidance and training specifically covers the sharing of information between professions, organisations and agencies, as well as within them, and arrangements for training take into account the value of multi-agency as well as single agency training; and

e.
Managers in children’s services are fully conversant with the legal framework and good practice guidance issued for practitioners working with children.


1.2
How Practitioners Are Supported by Trafford CYPS

To give practitioners confidence to apply the guidance in practice, it is important that they also have clear systems, standards and protocols for sharing information, at agency level, across agencies in their locality, and in their professional code of conduct; access to training where they can discuss issues which concern them and explore case examples with other practitioners; and a source of advice and support on information sharing issues.

To this end, Trafford CYPS has developed:

· Sharing Information, a Quick Guide for Practitioners 

· Sharing Information, a Guide for Service Users, Parents & Carers

· Sharing information, a Guide for Young People

· Information Sharing Forums (as part of the Brighter Futures Change Programme), for practitioners and service users

· Information Sharing Protocols, which are in place between CYPS and all key partners at strategic, community and operational levels. These protocols include the Information Sharing Matrix, which aims to ease facilitation of information sharing by clearly defining which information is to be shared for which purpose between agencies. All teams have access to the matrices to support them to request information when it is missed, forgotten, or declined.

· Trafford Safeguarding Board, Children in Need of Protection Threshold Criteria has been reviewed to meet the requirements of ‘Working Together to Safeguard Children’ 2006.

· Multi and single agency training on sharing information is available to CYPS, PCT, HCT and general council staff, and any others working with or supporting children and young people in Trafford, including those working in the voluntary sector.

· Advice on specific issues relating to:

· Data Protection

· Information Governance

and is available from your service areas via:

· Safeguarding Service

· Caldicott Guardian

· Data Protection Officer

· Information Unit, 

· Legal Team

· Designated Information Officer

· Advice can also be sought from professional bodies e.g. General Medical Council or the Nursing and Midwifery Council.  

· Protocols regarding records management systems and electronic sharing of data and information are published on Trafford’s intranet, Trafford Council website, the CYPS website, Trafford HCT intranet, Trafford PCT intranet and the Professional Abuse Database System (PADS).
· Current CYPS policies & procedures on case file recording, case transfer and access to cases

· Current Trafford Council policies include: Information and Communications Technology Security Policy, Data Protection, Code of Conduct for Employees, ICT Acceptable Use Policy.
· The development of the interface between different Management Information  systems and record systems within CYPS and with CYPS and partner agencies to enable sharing & updating of information
· Induction information covering the principles of sharing information
· Use of confidentiality agreements by all staff employed within CYPS, Trafford PCT & Healthcare Trust
SECTION 2

Key Principles Underlying Decisions on Information Sharing 

In most situations practitioners, informed by the guidance in this document and other relevant policies and protocols of Trafford CYPS, will be clear about what information to share and when.

However, guidance cannot cover all situations. To inform their decision making practitioners must understand some key principles. This section explains these through 10 key questions. They are:


1. Is there a legitimate purpose or valid reason for you or your agency to share the information?

2. Does the information enable a person to be identified?
3. Is the information confidential?  
4. Is there a statutory duty or a court order to disclose information?
5. Do you have consent to share?
6. What constitutes consent?
7. Whose consent should be sought?
8. Is there sufficient public interest to share information?

9. Would seeking consent place someone at risk, prejudice a police investigation or lead to undue delay?
10. If the decision is to share, are you sharing the right information in the right way?

Further information is also provided on:

* Legal issues (Appendix 1)
* What the terms used in this section mean (Appendix 2) and
* Where to find out more (Appendix 3)  

2.1
Is there a legitimate purpose or valid reason for you to share information?

If you are asked to or wish to share information about a child or young person, you need to have a good reason or legitimate purpose to share information.  This will be relevant to whether the sharing is lawful in a number of ways.  

If you work for a statutory service such as education, social care, health or youth offending, or if you work in the private or voluntary sector and are contracted by one of the statutory agencies to provide services on their behalf, the sharing of information must be within the functions or powers of that statutory body.  It is likely that this will be the case if you are sharing the information as a normal part of the job you do for that agency.  If there is any doubt there is further information about types of powers and specific pieces of legislation in Appendix 1.

Any sharing of the information must comply with the law relating to confidentiality, data protection and human rights.  Establishing a legitimate purpose for sharing information is an important part of meeting those requirements.  


2.2
Does the information enable a person to be identified?
In most cases the information covered by this guidance will be about a named child or young person. It may also identify others, such as a parent or carer. If the information is anonymised, it can lawfully be shared as long as the purpose is legitimate. If, however, the information does allow a person to be identified, it is subject to data protection law and you must be open about what information you might need to share and why, and you must also take account of other relevant laws. (See Glossary of Terms: ‘Anonymised’ & ‘Pseudonym’)

2.3
Is the information confidential?  
For information to be treated as confidential:

· It should have some sensitivity, not be common knowledge, in the public domain, or readily available from another source; and

· It must have been given in a confidential relationship i.e. where the confidant would reasonably have understood that what was said was confidential, and therefore would not be disclosed to others.


There are different types of confidential relationship. One is where a formal confidential relationship exists, as between a doctor and patient or counsellor and client. In these relationships all disclosures, whether directly relevant to the medical, social care or personal matter which is the main reason for the relationship, need to be treated as confidential.   

Another is an informal confidential relationship that exists between, say, a teacher and a pupil.  A pupil may tell a teacher a whole range of information some of which is not confidential, but may also ask the teacher to treat some specific information as confidential. Then, for the purposes of the confidential information only, the teacher and pupil will have a formal confidential relationship. 

Sometimes people may not specifically ask you to keep information confidential when they discuss their own problems or pass on information about others, but may assume that personal information will be treated as confidential. In these situations you must check whether the information is or is not confidential, the limits around confidentiality and under what circumstances information may or may not be shared with others.

Trafford CYPS, HCT, PCT and partner agencies hold information of a private or sensitive nature about individuals for the purposes of carrying out their functions. They also have a duty of confidentiality as people have provided information on the understanding that it will be used for those purposes. In some cases CYPS, HCT, PCT and partners agencies may have a statutory obligation to maintain confidentiality e.g. in relation to the case files of looked after children.  
 
If information that identifies an individual is confidential, that does not mean it should be treated as secret. The following sections should help you to identify whether any of the three circumstances in which confidential information can be shared apply i.e. where there is:

· A statutory obligation or court order to disclose; or

· Consent to share; or

· An overriding public interest in sharing.

2.4
Is there a statutory duty or a court order to disclose information?
In some situations you are required by law to disclose information, for example, in the NHS where a person has a specific disease that environmental health services must be notified about.  There will also be times when a court will make an order for certain information or case files to be brought before the court.

These situations are relatively unusual and where they apply you will know or be told about them. In such situations you must disclose the information, even if it is confidential.  Wherever possible, you must inform the individual concerned that you are disclosing the information, why, and to whom.

2.5
Do you have consent to share?

Seeking consent must be the first option. Practitioners in universal, targeted and multi-agency services must proactively inform children, young people and families, when they first engage with the service, about Trafford CYPS/HCT/PCT policy on how information will be shared, with whom, and in what circumstances, and seek their explicit (written) consent. The approach to sharing information (which must be in accordance with the general data protection principles set out in Appendix 1, section 4) must be explained openly and honestly. Where this is done, experience shows that most young people and families will choose to consent, and will therefore be aware of how their information may be shared. You can use the Consent for Sharing Information form (Appendix 11) to help you acquire explicit consent.

Information which is not confidential may generally be shared where that is necessary for the legitimate purposes of preventative work. Where information is confidential however, and consent is refused, that should be respected, unless in the practitioner’s professional judgment on the facts of the case, the public interest in sharing confidential information without consent is of sufficient force to over-ride confidentiality.  


Consent issues can be complex, and lack of clarity about them can sometimes lead practitioners to incorrect assumptions that no information can be shared. This section gives further information to help you understand and address the issues. It covers:

● What constitutes consent;

● Whose consent must be sought;

● When not to seek consent.

2.6
What constitutes consent?

Consent must be ‘informed’ – this means that the person giving consent needs to understand why information needs to be shared, who will see their information, the purpose to which it will be put and the implications of sharing that information.

Consent can be ‘explicit’ or ‘implicit’. Obtaining explicit consent is good practice and it can be expressed either orally or in writing, although written consent is preferable since that reduces the scope for subsequent dispute. Implicit consent can also be valid in many circumstances. Consent can legitimately be implied if the context is such that information sharing is intrinsic to the activity, and especially if that has been explained at the outset, for example when conducting a common assessment. A further example is where a GP refers a patient to a hospital specialist and the patient agrees to the referral; in this situation the GP can assume the patient has given implied consent to share information with the hospital specialist. 

The approach to securing consent must be transparent and respect the individual. For example, it is good practice to set out clearly the CYPS/HCT/PCT policy on sharing information to children, young people and families, when they first access the service by e.g. using one of the guides. Consent must not be secured through coercion, or inferred from a lack of response to a request for consent. If there is a significant change in the use to which the information will be put from that which has previously been explained, or in the relationship between the agency and the individual, consent must be sought again. Individuals also have the right to withdraw consent after they have given it.

Recording Consent

· Record in the service user’s record and on the appropriate database if the service user has been provided with and understands the leaflet and/or poster regarding information sharing. 

· Record whether the service user has signalled their acceptance, at the beginning of each episode of care, to information sharing and has not raised any objection (you can use Appendix 11 ‘Consent for Sharing Information Form’ for this activity). This must also be recorded on the appropriate database, and where possible the Consent for Sharing Information Form must be scanned into that database.
· If the service user has not understood or cannot read the guides and/or poster, ensure that a detailed explanation of their contents is discussed and acceptance signalled as above (in some cases an interpreter may be required).

· Where a service user has refused to share information this must be recorded in the service user’s record, dated and time stamped. That information must not be shared (unless the law dictates otherwise). 

It will be necessary to recognise the different communication needs of particular service users. Difficulty in communicating does not remove the obligation to help people understand.

Keeping Consent Up To Date

• Check at each new episode of care or normal review stage that service users have not changed their mind.

• It is essential that children, once they gain capacity, are asked to confirm their own choice, as a previous recorded choice regarding consent may have been made by another party, on their behalf, which may not reflect their own choice. (Refer to section 2.7 & 2.11 Q3, Capacity).

• It may also be essential to revisit consent at other times e.g. when changes, which impact on how information is used, are introduced. This may be due to changes in service provision or government initiatives. Consent must also be reviewed whenever there are changes to information sharing/disclosure(s) during an episode of care.

2.7
Whose consent should be sought?

You may also need to consider whose consent should be sought. Where there is a duty of confidence it is owed to the person who has provided the information on the understanding it is to be kept confidential and, in the case of medical or other records, the person to whom the information relates. A young person aged 16 or 17, or a child under 16 who has the capacity to understand and make their own decisions, may give (or refuse) consent to sharing information.

Children aged 12 or over may generally be expected to have sufficient understanding. However, as the age of criminal responsibility is 10, younger children may also have sufficient understanding. When assessing a child’s understanding you must explain the issues to the child in a way that is suitable for their age, language and likely understanding. Where applicable, you should use their preferred mode of communication. 

To help practitioners assess the competency of a child or young person to share information, a ‘Competence to Consent Checklist’ can be used (see Appendix 10). 
The following criteria is the basis for the ‘Competence to Consent Checklist’ and must be considered in assessing whether a particular child on a particular occasion has sufficient understanding to consent, or refuse consent, to sharing of information about them:

· Can the child understand the question being asked of them?

· Does the child have a reasonable understanding of:

– What information might be shared?

– The main reason or reasons for sharing the information?

– The implications of sharing that information, and of not sharing it?

· Can the child or young person:

– Appreciate and consider the alternative courses of action open to them?

– Weigh up one aspect of the situation against another?

·  Express a clear personal view on the matter, as distinct from repeating what     someone else thinks they should do?

·  Be reasonably consistent in their view on the matter, or are they constantly     changing their mind?

Where the young person is of the age and cognitive capacity to make an informed decision regarding consent to share information, it is good practice to encourage and support them to discuss their situation with those who have parental responsibility or with a relevant adult e.g. teacher or health professional.

In most cases, where a child cannot consent or where you have judged that they are not competent to consent, a person with parental responsibility must be asked to consent on behalf of the child. See the Glossary for a definition of ‘Parental Responsibility’. 

Where parental consent is required, the consent of one such person is sufficient. In situations where family members are in conflict you will need to consider carefully whose consent should be sought. If the parents are separated, the consent of the resident parent would usually be sought. If you judge a child or young person to be competent to give consent, then their consent or refusal to consent is the one to consider even if a parent or carer disagrees.

Where there is any doubt as to whether the decision to share information made by those with parental responsibility is in the child’s best interests, the matter may need to be referred to the courts to decide.

You must always act in accordance with your professional code of practice and in the best interests of the child, even where that means overriding refusal to consent.

When Not To Seek Consent

There will be some circumstances where you should not seek consent, for example where to do so would:

● Place a child or young person at increased risk of significant harm; or

● Place an adult at risk of serious harm; or

● Prejudice the prevention or detection of a serious crime; or

● Lead to unjustified delay in making enquiries about allegations of significant harm.

Under the Sexual Offences Act 2003 a child under 13 is not legally capable of consenting to sexual activity, and penetrative sex with a child under 13 is classed as rape.  Where a child aged 12 or below has disclosed that they are sexually active, there is a duty to share this information without consent with your child protection lead, as it indicates a risk of significant harm to the child. 

Refer to the (draft) Pan Greater Manchester Procedure: Working with Sexually Active Under 18’s for further information.

2.8
Is there sufficient public interest to share information?
Public interest is the interest of the community as a whole, or a group within the community, of individuals. According to the ‘Confidentiality: NHS Code of Practice’ (2003), the public interest is:

‘Where exceptional circumstances justify overruling the right of an individual to confidentiality in order to serve a broader societal interest’.

Decisions about the public interest are complex and must take account of both the potential harm that disclosure may cause and the interest of a free and democratic society in the continued maintenance of an individual’s right to confidentiality. 

If consent is refused or you judge that seeking consent is not safe, or not possible, you will need to determine whether to disclose confidential information without consent. You do this by deciding whether there is an over-riding public interest in disclosure. To do this you will need to consider whether the disclosure is proportionate i.e. whether the benefits of the disclosure outweigh the loss of confidentiality of an individual and other harm to the individual’s interests, and the possible loss of public trust in confidentiality. 


You must consider the circumstances of the individual case. A public interest can arise in a range of areas, but whether it is of sufficient force depends upon the facts of the case and particularly the nature of the information and the circumstances in which it was disclosed. It is not possible to define all the circumstances in which disclosing confidential information without consent might be justified. However it is possible to identify some circumstances in which it will normally be justified in the public interest. These are:

· When there is evidence that the child is suffering or is at risk of suffering significant harm; or

· Where there is reasonable cause to believe that a child may be suffering or at risk of significant harm; or

· To prevent significant harm arising to children and young people or serious harm to adults, including through the prevention, detection and prosecution of serious crime.

It is critical that all practitioners working with children are in no doubt that where they believe that a child or young person may be suffering or may be at risk of suffering significant harm, they must always consider referring their concerns to their immediate line manager or the sources of help listed on P7/8. 

If the concern is about possible abuse or neglect, you must consult the Senior Child Protection Independent Reviewing Officer within Trafford CYPS’s Safeguarding Service.

 
If you decide to share confidential information without consent, you must explain to the person that you intend to share the information and why, unless to do so would:

· Place a child or young person at risk of significant harm; or

· Place an adult at risk of serious harm; or

· Prejudice the prevention or detection or a crime; or

· Lead to unjustified delay in making enquiries about allegations of significant harm to a child or young person.

The child’s interests must be the overriding consideration in making any such decisions.

Significant harm to children and young people can arise from a number of circumstances – it is not restricted to cases of deliberate abuse or gross neglect. For example the failure of a baby to thrive in the sense of achieving expected levels of development can be indicative of serious harm. This could have a number of causes including serious neglect or an undiagnosed medical condition. In such circumstances a professional may be justified in sharing information for the purposes of helping ensure that the causes of the failure to thrive are correctly identified, even if the parents refuse consent. 

Similarly, serious harm to adults is not restricted to cases of extreme physical violence. For example the cumulative effect of repeated abuse or threatening behaviour may well constitute serious harm. Again it may be justified for practitioners to share information without consent for the purposes of identifying young people for whom preventative interventions in relation to such behaviour are appropriate.       

In some situations practitioners may have a concern that a child may be suffering or at risk of significant harm, but may be unsure whether what has given rise to their concern constitutes “a reasonable cause to believe”. In these situations practitioners should always talk to someone to help them decide what to do. Within CYPS this would be the Senior Child Protection Independent Reviewing Officer within Trafford CYPS Safeguarding Service, or your organisation’s Caldicott Guardian, an informal discussion with your manager, your legal department or another practitioner who knows the child. 


2.9
Would seeking consent place someone at risk, prejudice a police investigation or lead to undue delay?
CYPS/HCT & PCT staff must work in a “consent seeking” environment where developing and maintaining good and trusting relationships is an important factor in achieving positive outcomes for children. However, for obvious reasons people involved in criminal behaviour are unlikely to agree to information about such behaviour being shared, therefore law enforcement agencies e.g. the police and youth justice services, do not usually operate in a consent seeking environment as their purpose is to enforce the law and detect and prevent crime. 

This difference in approach can lead to tensions between agencies and practitioners, where roles and responsibilities are different. It is important that you are aware of these differences and the different duties and powers you have regarding information sharing, and to appreciate the lawful and ethical dilemmas other practitioners face when making decisions about whether, when, and how much information to share. 

To enable improved information sharing, protocols for information sharing at strategic, community and operational level must be in place between all key organisations and law enforcement agencies working with children, young people and families in Trafford.

2.10
If the decision is to share, are you sharing the right information in the right way? 

If your decision is to share, you will then need to ensure that you share information in a proper way.

In particular you must ensure that you:


1. Share the information which is necessary for the purpose for which it is being shared;

2. Share the information with the person or people who need to know; 

3. Check that the information is accurate and up-to-date at every stage of information sharing

4. Share it in a secure way; 

5. Establish with the recipient whether they intend to pass it on to other people, and ensure they understand the limits of any consent which has been given; 

6. Inform the person to whom the information relates, and, if different, any other person who provided the information, if you have not already done so and it is safe to do so; and

7. Always record your reasons for deciding to share information.

2.11 More questions and answers regarding consent
Q1  
What if the service user is unable to read the leaflet and/or poster due to sight impairment/illiteracy?

There is still a requirement to inform the service user. The information could be provided in large font or different media e.g. audiotape, in Braille or verbally given by the professional to the service user.

Q2 
What if the service user has difficulty in communication or language differences?

It is important to check for a clear and unambiguous signal of what is desired by the service user and to confirm the interpretation of that signal is correct by repeating back the apparent choice. Information posters and/or leaflets could be made available in different languages or an interpreter sought to verbally share the information with the service user. Please note: Failure to do so could be an offence under the Disability Discrimination Act 1995 and may prevent consent from being gained.

Q3 
What if the child does not have capacity?

Where an individual is an immature minor, disclosure can be authorised by a person with parental responsibility. (Not all parents have parental responsibility). Legally, both biological parents have parental responsibility if they were married at the time of the child's conception, or birth, or at some time after the child's birth.

Neither parent loses parental responsibility when they divorce. If the parents have never married, only the mother automatically has parental responsibility but the father may acquire that status if both parents are present at the registration of the birth, by a parental responsibility order, agreed with the mother, or by the authority of a court. People other than the parents may also acquire parental responsibility by the appointment of a guardian or on the order of a court. Parents who do not have parental responsibility lack the legal authority to give consent but play an essential role in determining best interests and in the decision-making process if the child does not have capacity. Whoever has ‘legal parental responsibility’ would need to be consulted, if available. It is important to check that any person making a request for a child’s records, where the child does not have capacity, has proper authority. Ideally, there must be notes in the child’s file of any unusual arrangements. It is sometimes best to check all requests made for children’s records with the Designated Officer, legal department and/or Caldicott Guardian. In cases of child protection, the child’s guardian or person with parental responsibility (this may be the court in some cases) will be noted in the service user’s file.

Q4 
What if the child makes one decision to share or not share information but the person with legal parental responsibility makes the opposite decision?

It will depend if the child has the ‘capacity to understand’ and the decision to be made. If the child has been assessed to have capacity, the child’s decision for sharing or not sharing information will override that of the person or persons with legal parental responsibility. Any decisions required to be made by a relevant practitioner with regard to information sharing, where appropriate, must be made in the child’s best interests.

Q5
 What do I do if the service user refuses consent to share their information?

Generally, service users have a right to object to the use and disclosure of their information. Ensure that the service user has understood the posters and/or leaflets detailing how information will be used for the provision of their care or support (an interpreter may be required in some circumstances). Inform service users if their decisions about disclosures have implications for the provision of support or care and let them know that their refusal to share will be recorded on their record with their reason and dated. The service user must also be made aware that, in certain circumstances, their information can and will be shared without their consent (see 2.8 above).

Q6 
What if a complaint refers to a service user who has recently died and the record has details recorded by health and also social care staff. Can one of the organisations release the information recorded by the other?

In this case the Data Protection Act 1998 does not apply as this only applies to information about living individuals. However, for health purposes there is the ‘Access to Health Records Act 1990’ which allows relatives and those who may have a claim, to have a copy of deceased patient records made on or after 1 November 1991.

There is no equivalent Act for Social Services and advice must be sought from the relevant person as disclosure may or may not be allowed, dependant upon organisational policies. All requests for access to health records of deceased patients should be sent to the relevant Access to Health Records Officer who will have an existing procedure for dealing with such requests. 

It must be noted that the Common Law Duty of Confidence always applies. This means that if the service user has stated that they do not want part or all of their record shared with their relatives when they have died, this wish must be respected. As a rule it is always best to seek further advice.

SECTION 3

Processing information securely
“Processing” is a term defined in the Data Protection Act as any action that is done in respect of data whilst in the Council’s or Trust’s possession. It includes obtaining, recording, viewing, transmission, storing, adapting or alteration, disclosure, destruction and erasing.

Secure transmission and receipt of information is essential to maintain client confidence. The following guidance has been collated from both health and council policies listed below, and you must make yourself familiar with these documents:

Trafford Healthcare Trust

· Guidance for the Use of Email by Trust Staff to Communicate Patient Identifiable Information 
· Patient Confidentiality and Security Policy
· Protecting Confidential Patient information - Safe Havens

· Guidelines for Faxing Patient Health Information

· Fax Policy & Procedures

· Patient Confidentiality: Code of Practice for all Trust Staff

· Records Management Policy

Trafford PCT

· Records Management Policy

· Guidance On Sharing Confidential Information By Post

· Guidance On Using A Fax Machine For Transmitting Confidential Information

· Information Confidentiality and Security Policy

· Information Disclosure Policy/Procedure
· Code of Conduct for Employees in Respect of Confidentiality
Trafford Council/CYPS

· Trafford Council Corporate Records Management Policy

· Trafford Information & Communication Technology Security Policy

· Trafford Data Protection Policy

· Trafford Subject access Request Procedure

· ICT Acceptable Use Policy

· CYPS SAP Electronic Social Care Record Access Requirements Policy

· CYPS Shared Database Access Requirement Policy (to follow)

· CYPS Acceptable Use of Email Policy (to follow)

· CYPS Case Allocation
· CYPS Case Files and Case File Recording
· CYPS Case Transfer Protocol - CDAT - FSS
· CYPS Case Transfer Protocol - CDAT/FSS - Permanence
· CYPS Transfer of Cases Between The Adoption Team and Other CYPS Teams Protocol

Department of Health

· Confidentiality: NHS Code of Practice

· The Victoria Climbié Inquiry Report By Lord Laming January 2003
· The Care Record Guarantee
3.1
Using email to send and receive information
You should refer to your home organisations guidance on this, and/or your ICT Security Policy.

Within the General Medical Council’s ‘Regulating Doctors, Ensuring Good Medical Practical Guidance 2006’, the GMC accept that sending of information by e-mail is acceptable and provide the following advice:

‘When information is sent between individuals or organisations, whether on paper or electronically, there is always some risk that information will be disclosed inadvertently. You must therefore take reasonable steps to ensure that information is transmitted and received securely. For example, you must make sure your own computer terminals are in secure areas. E-mail sent by internet can be intercepted. Anonymise or encrypt data where that is practicable. If it is not practicable, consider whether the benefits of electronic transmission warrant sending identifiable data in a way which cannot be secured.’
3.2
Using the post to send and receive information
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If sending private & confidential information in internal mail using internal post envelopes, ensure all previous recipient details are erased/blanked out; use a new envelope if necessary. Also ensure the new recipient address details are correct before sending. 
3.3
Using a fax to send and receive information
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3.4 Using the telephone to send and receive information
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3.5
Maintaining confidentiality 

This section will cover:

· Confidentiality – your responsibilities as an employee

· Maintaining confidentiality in meetings

· Maintaining client and organisation confidentiality with third party agents 

Confidentiality – your responsibilities as an employee
As an employee of Trafford Council, Primary Care Trust or Healthcare Trust, staff will have signed a contract which states their obligations to comply with organisational procedures and codes of professional and general conduct.

Confidentiality Agreements

In addition to this, all staff, regardless of their contract type are required to sign a Confidentiality Agreement (Appendix 4). This states in more specific terms the requirements of each employee to ensure client and organisation confidentiality. This document must be signed as part of the induction for all new staff, and its content and intention must be clearly explained by the line manager. A copy must be stored with the individual personnel file.

These agreements must also be signed by any students, volunteers, agency staff and those on work experience placements within CYPS, Primary Care Trust or Healthcare Trust. It is for the manager responsible for these people to ensure the agreements are signed and manage the appropriate safe filing/storage.
Partners granted permission by Trafford CYPS to access children and young people’s records in SAP will also be required to sign this Agreement.
3.6
Recording and storage of information
It is also your obligation as an employee to ensure your actions comply with all relevant procedures within your organisation for the recording, storage and maintenance of information held in written and electronic formats. 

Lord Laming’s Report (2003) identified several key recommendations, which require staff working with children, young people and their families to maintain accurate, informed and up to date case recordings. Good case recording is central to good care practice; it promotes focused work, assists continuity when a variety of personnel are involved and is an essential monitoring tool for managers. Effective recording supports partnerships with service users and carers. All recording must be in accordance with your own organisations case file recording policy, and adhere to these general principles to be:

· Non-discriminatory

· Non-judgmental

· Accurate

· Timely

· Retrievable

· Secure

· Legible

· Complete

· Fit for purpose

Information can also be ‘anonymised’ and service users may chose to use ‘pseudonyms’ to protect their identity. Refer to the Glossary of Terms (Appendix 2) for more information about these terms.

3.7
For how long are records held?

Under the Data Protection Act 1998, records must not be kept for longer than necessary. If personal data have been recorded because of a relationship between an organisation and the client, the need to keep the information must be considered when the relationship ceases to exist. However, some client case files need to be kept for considerable lengths of time e.g. records of adopted children and children in care.  

NHS staff should refer to the ‘NHS Code of Practice on Records Management, Parts 1 & 2’ and their own relevant organisations procedures. 

Each service area within Trafford CYPS has clear guidelines on the retention periods for their case files.

3.8
Access to records

The Data Protection Act 1998 provides a right of access to service users and non-service users to information about them held on CYPS & NHS files, stored in whatever form (e.g. on paper, on video or in electronic documents) and includes professional opinion about the individual. It does not matter whether the information is recorded on the individual’s own file, someone else’s file or any other document held by the organisation.

Your organisation will have a procedure that must be followed when you are asked to support a request from a service user to access their records.

3.9
Accessing databases

As part of case file management and recording, and day to day work, staff working with children, young people and their families, will be expected to use IT based databases. Some staff will have access to more than one database, and/or access to different levels of information within the database, and these staff will have been granted specific permission for doing so based on their role and function. 

Where IT access to a database has been permitted, under no circumstances must information held on that database be shared with any other colleagues who do not have authorisation to hold the information. Staff employed by Trafford CYPS, HCT or PCT will be required to sign a Confidentiality Agreement (see Appendix 4), which refers to this obligation. 

All staff accessing IT must comply with their organisations ICT Security Policy, and have completed the relevant access permission form(s).

Where other partners have access to children and young people’s records in SAP (Social Care Case Management System), they too must sign the Confidentiality Agreement in addition to the SAP Access Permission Form. They should also record any enquiry they make onto the system appropriately to ensure there is an audit trail of users and their access.

3.10
Removal of files from the office
In this context, documentation includes files of any type recorded using paper, electronic, audio or visual methods.

It is accepted that practitioners will need to take case files or documents containing confidential service user information to other places of work as part of their day to day work. In order to safeguard this information, an assessment of risk associated with taking the document out of its secure storage location to another location needs to be undertaken as part of the general risk assessments managers complete for their teams operational activities, and staff complete when making home visits (see Appendix 8: ‘Guidance for Completion of Risk Assessment for Removal of Files from the Office’). Where client case files have been removed a ‘Document Tracer Card Header Sheet’ (see Appendix 9) must be inserted in place of the file in its storage location. When the file is returned, this sheet must be placed at the back of the file to provide an audit trail of the files location history.

Where a file is formally transferred to a different service within Trafford CYPS or to another local authority, the relevant ‘Case File Transfer Protocol’ must be followed.

It is not acceptable for staff to keep service user case files and other documentation that holds confidential or sensitive information at their homes or in their vehicles as a matter of course.  However, under certain circumstances, such as when it is necessary to make a home visit, confidential information, for example, case notes, will have to be taken off site.  

Confidential information must be carried in a suitable container and during the working day always locked, out of sight, in the boot of the car.   

Only the minimum amount of information must be removed and it must always be returned to base.  

Confidential information must not be taken home unless there are exceptional circumstances which have previously been agreed by the Caldicott Guardian.  It is the responsibility of individuals to ensure that information is kept confidential and secure.

Under no circumstances must confidential information ever be left in the car overnight.

Where staff are accessing electronic documents using remote access, then they must ensure that the information is password protected and act in accordance with their organisations IT Acceptable Use Policy and the Confidentiality Agreement.

3.11
Maintaining confidentiality in meetings
Staff will, as a matter of course in their day to day work, attend meetings where confidential and sensitive information may be discussed. Confidential and sensitive information shall include all confidential records, reports, documents and other information that is collated, acquired and/or presented.

The ‘Confidentiality in Meetings Agreement’ (Appendix 6) must be completed as part of any meeting held by Trafford CYPS where information sharing of a sensitive or confidential nature about service users or the organisation will occur. It must be signed by all meeting attendees whether agency representatives or employees.  If the meeting is about service users, then the agreement must be stored in the Trafford CYPS case file belonging to that service user. Where the meeting pertains to more than one service user, then it must be copied and stored in the relevant files. Where the meeting is discussing organisation confidential or sensitive information, the ‘Confidentiality in Meetings Agreement’ form must be stored with the minutes of the meeting, and this type of document storage must be managed by the meeting chairperson.

Appendix 7 contains the text of the ‘Confidentiality in Meetings Agreement’ and can be copied and/or laminated for the meeting attendees to read while other attendees are signing the Agreement Form.

3.12
Maintaining client and organisation confidentiality with third party agents 
As part of the day to day functioning of any organisation, third party agents will require access to buildings, resources and in some cases the service user files held for maintenance, consultation and inspection duties. Third party agents can include:

· Maintenance operatives

· Consultants

· Independent Serious Case File Reviewing Officers

It is imperative that we maximise the protection of confidential and/or sensitive information in these circumstances. Contracts need to include clauses regarding Data Protection, Freedom of Information and the Caldicott Principles (where relevant) and monitored for compliance by Contracts Officers. In addition, third party agents intending to operate within Trafford CYPS, PCT or HCT establishments will be required to sign a ‘Confidentiality Agreement for Third Party Agents’ (Appendix 5). It will be the responsibility of the officer organising the agents’ activities to ensure they are an approved supplier with a contract in place and sign and comply with the ‘Confidentiality Agreement for Third Party Agents’. 

Government Inspectors are exempt from this process as they have a statutory duty to inspect files and are granted access at all levels.
3.13
Information Sharing Agreements & Protocols

The question has been posed recently by some local authorities as to whether information sharing agreements and protocols are required before frontline practitioners can share information about a specific child.  

The view of the DfES (march 2007) is that they are not.  The decision to share or not to share information about a child should always be based on professional judgement, supported by this Policy which is based in the cross-Government Information Sharing: Practitioners’ Guide (published in April 2006) and informed by training.  The lack of an ISA between agencies should never be a reason for not sharing information that could help a practitioner deliver services to a child.

Information sharing protocols (strategic level) and information sharing agreements (managerial and operational level) are about business processes, legalities and being able to trust and understand what each agency is doing and bringing to the integrated working process. Information sharing agreements are primarily about agreeing and establishing processes, roles and responsibilities, and are particularly relevant to the supply of data from one organisation to another by electronic means. Neither information sharing agreements nor protocols are about practitioners sharing information about individual children who may have unmet needs and require services to address those needs.

In Trafford we have developed Information Sharing Matrices which will compliment the Information Sharing Agreements in order to clarify the reasons for sharing different types of information for different reasons and across the stages of the Threshold Criteria. Matrices are there to unblock information sharing issues rather than be used to prevent sharing and again, where they are not yet in place, information sharing should still take place following professional judgement, the guidelines presented in this policy and training.

Appendix 1

LEGAL ISSUES

1. 
Introduction


There is no general statutory power to share data, just as there is no general power to obtain, hold or process data. Some Acts of Parliament give public bodies express statutory powers to share information. These are often referred to as ‘statutory gateways’ and are enacted to provide for the disclosure of information for particular purposes. These gateways may be permissive or mandatory.

An example of a permissive statutory gateway is Section 115 of the Crime and Disorder Act 1998, this permits people to share information to help prevent or detect crime.

An example of a mandatory statutory gateway is Section 8 of the National Audit Act 1983, and imposes a legal obligation on public bodies to provide relevant information to the National Audit Office.

Where there is no express statutory power to share information it may still be possible to imply such a power from their other duties and powers. Many activities of statutory bodies will be carried out as a result of implied statutory powers, particularly as it may be difficult to expressly define all the numerous activities that a public body may carry out to deliver its main duties and powers.

Having express or implied statutory powers in any particular case does not mean that the Human Rights Act 1998, the Common Law Duty of Confidentiality, and the Data Protection Act 1998 can be disregarded. Having a mandatory statutory gateway does however mean that confidential information can be shared without either consent or the public interest test needing to be applied, but this will be rare and generally in specialist circumstances. 

This appendix describes the main terms and impact of:

- The Human Rights Act 1998 (para 2)
- The Common Law Duty of Confidentiality (para 3) and

- The Data Protection Act 1998 (para 4)

It also sets out the main pieces of legislation relevant to agencies and practitioners in children’s services, which either contain express or implied powers to share information (para 5).

2.
The Human Rights Act 1998 and the European Convention of Human Rights

Article 8 of the European Convention on Human Rights was incorporated into UK law by the Human Rights Act 1998 and recognises a right to respect for private and family life.

8.1 Everyone has the right to respect for his private and family life, his home and his correspondence.

8.2 There shall be no interference by a public authority with exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic wellbeing of the country, for the prevention of disorder or crime, protection of health and morals or for the protection of rights and freedoms of others.    

Disclosing confidential information may be a breach of an individual’s Article 8 right; the question though is whether such a disclosure would be justified under Article 8.2. 

The right to a private life can be legitimately interfered with where it is in accordance with the law and, for example, is necessary for the prevention of crime or disorder/public safety or for the protection of health or morals, or for the protection of the rights and freedoms of others. You need to consider the pressing social need and whether sharing the information is a proportionate response to this need and whether this would override the individuals’ right to privacy. If a young person is at risk of significant harm, or sharing is necessary to prevent crime or disorder, breach of a young person’s right would probably be justified under Article 8.

3.
Common Law Duty of Confidentiality

The Common Law Duty of Confidentiality is explained in sections 4.2-4.6. It provides for where there is a confidential relationship, the person receiving the confidential information is under a duty not to pass on the information to a third party. However, the duty is not absolute and information can be shared without breaching the common law duty if:

· The information is not confidential in nature; or

· The person to whom the duty is owed has given explicit consent; or

· There is an overriding public interest in disclosure; or

· Disclosure is required by a court order or other legal obligation.

4.
Data Protection Act 1998

This Act deals with the processing of personal (i.e. sensitive and non-sensitive) data.  Organisations that process personal data must comply with the data protection principles set out in Schedule 1 of the Act. These require data to be:

1. Fairly and lawfully processed; able to meet a Schedule 2 condition, and if sensitive personal data, a Schedule 3 condition;

2. Processed for limited specified purposes;

3. Adequate, relevant and not excessive for those purposes;

4. Accurate and up to date at every stage of sharing information

5. Kept for no longer than necessary;

6. Processed in accordance with individuals’ rights;

7. Kept secure; and

8. Not transferred to non-EEA (European Economic Areas) without adequate protection.

The Data Protection Act only stipulates that records must be kept for no longer than is necessary for the purposes for which the records are being processed. There are no actual timescales imposed. It is a matter for individual judgement, taking account of the nature and purposes of the records. It is advisable for all organisations that retain data on children and young people to agree timescales. 

A flowchart illustrating the decision-making process for information sharing is overleaf. 
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5. 
Specific Legislation Containing Express Powers or Which Imply Powers to Share Information 

The Children Act 1989

Sections 17 and 47 of the Children Act 1989 place a duty on local authorities to provide services for children in need and to make enquiries about any child in their area whom they have reason to believe may be at risk of significant harm.

S17 and s47 also enables the local authority to request help from other local authorities, education and housing authorities and NHS bodies and places an obligation on these authorities to cooperate. You may be approached by social services and asked to:

· Provide information about a child, young person or their family where there are concerns about a child’s wellbeing, or to contribute to an assessment under s17 or a child protection enquiry;

· Undertake specific types of assessments as part of a Core Assessment or to provide a service for a child in need;

· Provide a report and attend a child protection case conference.

The Act does not require information to be disclosed in breach of confidence, but an authority must not refuse a request without considering the relative risks of sharing information, if necessary without consent, against the potential risk to a child if information is not shared.
Section 27 says that the local authority may request the help of:

· Any local authority;

· Any local education authority;

· Any health authority;

· Any person authorised by the Secretary of State.

For assistance in the exercise of their statutory functions, which include the provision of services for children in need and the sharing of information for that purpose.

The Children Act 2004

Section 10 of the Act places a duty on each children’s services authority to make arrangements to promote co-operation between itself and relevant partner agencies to improve the wellbeing of children in their area in relation to:

· Physical and mental health, and emotional wellbeing

· Protection from harm and neglect

· Education, training and recreation

· Making a positive contribution to society

· Social and economic wellbeing

Section 11 of the Act places a duty on key people and bodies to make arrangements to ensure that their functions are discharged with regard to the need to safeguard and promote the welfare of children. The key people and bodies are:

· Local authorities (including district councils)

· The Police

· The Probation Service

· NHS bodies

· Connexions

· Youth Offending Services

· Governors / Directors of Prisons and Young Offender Institutions

· Directors of Secure Training Centres

· The British Transport Police

The Section 11 duty does not give agencies any new functions, nor does it override their existing functions, it simply requires them to: 

· Carry out their existing functions in a way that takes into account the need to safeguard and promote the welfare of children; and

· Ensure that the services they contract out to others are provided having regard to that need.

In order to safeguard and promote the welfare of children, arrangements must ensure that:

· All staff in contact with children understand what to do and the most effective ways of sharing information if they believe a child and family may require targeted or specialist services in order to achieve their optimal outcomes; and

· All staff in contact with children understand what to do and when to share information if they believe that a child may be in need, including those children suffering or at risk of significant harm.
The Computer Misuse Act 1998
The terms of The Computer Misuse Act 1998 make it an offence to gain unauthorised access to information held on computer systems. To prevent breaches of security, staff must never disclose their login names or passwords to others. It is an offence to exceed authorised access and explore information in parts of a system for which authorisation has not been given. Staff must be aware of the access to which they are entitled and never attempt to access computers or to change their software or data without authorisation.  

Local Government Act 2000

The Local Government Act 2000 aims to improve the wellbeing of people and communities.

Section 2 
Gives local authorities ‘a power to do anything which they consider is likely to achieve any one or more of their objectives’:

· To promote or improve the economic wellbeing of their area

· To promote or improve the social wellbeing of their area

· To promote or improve the environmental wellbeing of their area

Section 2 (1) provides a very wide basis for sharing information wherever that information is required to enable the local authority to fulfil its functions, which promote the well being of people (including children) within its area. It is of particular relevance because it is designed to ensure that service delivery is coordinated in ways that minimise duplication and maximise effectiveness.

Section 2 (5) makes it clear that a local authority may do anything for the benefit of a person outside their area, if it achieves one of the objectives of Section 2(1).

The actual disclosure of any information to achieve these objectives must be conducted within the framework of the Data Protection Act and the Human Rights Act and give due consideration given to the Common Law Duty of Confidence.
Education Act 2002

The Section 11 duty of the Children Act 2004 complements the duty placed by Section 175 of the Education Act 2002 on Local Education Authorities and the governing bodies of both maintained schools and further education institutions to make arrangements to carry out their functions with a view to safeguarding and promoting the welfare of children, and follow the guidance in ‘Safeguarding Children in Education (DfES 2004).

The guidance applies to proprietors of Independent Schools by virtue of Section 157 of the Education Act 2002 and the Education (Independent Schools Standards) Regulations 2003.

Education Act 1996

Section 13: An ‘LEA’ shall (so far as their powers enable them to do so) contribute towards the spiritual, moral, mental and physical development of the community, by securing that efficient primary and secondary education is available to meet the needs of the population of the area.  Details of the number of children in the local authority’s area and an analysis of their needs is required in order to fulfil this duty so there may be an implied power to collect and use information for this purpose.

Section 434 (4):  Requires Local (Education) Authorities to request schools to provide details of children registered at a school. 

Learning and Skills Act 2000

Section 117: Provides for help to a young person to enable them to take part in further education and training

Section 119: Enables Connexions Services to share information with the Benefits Agency and Job Centre Plus to support young people to obtain appropriate benefits under the Social Security Controls Act 1992 and Social Security Administration Act 1992.

Education (SEN) Regulations 2001
Regulation 6: When the local education authority are considering making an assessment of a child’s special educational needs, they are obliged to send copies of the notice to social services, health authorities and the head teacher of the school (if any) asking for relevant information.

Regulation 18: All schools must provide Connexions Services with information regarding all Year 10 children who have a Statement of Special Education Needs.

Leaving Care Act 2000

The Act's main purpose is to help young people who have been looked after by a local authority move from care into living independently in as stable a fashion as possible. To do this it amends the Children Act 1989 (c.41) to place a duty on local authorities to assess and meet need. The responsible local authority is to be under a duty to assess and meet the care and support needs of eligible and relevant children and young people and to assist former relevant children, in particular in respect of their employment, education and training. 

Sharing information with other agencies will enable the local authority to fulfil the statutory duty to provide after care services to young people leaving public care.

Protection of Children Act 1999

The Act creates a system for identifying persons considered to be unsuitable to work with children. It introduces a 'one stop shop' to compel employers designated under the Act (and allows other employers) to access a single point for checking people they propose to employ in a child care position.

This will be achieved by checks being made of criminal records with the National Criminal Records Bureau and two lists maintained by the Department of Health and the Department for Education and Employment.

Immigration and Asylum Act 1999

Section 20: Range of information sharing for the purposes of the Secretary of State:

· To undertake the administration of immigration controls to detect or prevent criminal offences under the Immigration Act

· To undertake the provision of support for asylum seekers and their dependents

Crime and Disorder Act 1998

Section 17: This section applies to a local authority (as defined by the Local Government Act 1972); a joint authority; a police authority; a National Park authority; and the Broads authority. As amended by the Greater London Authority Act 1999 it applies to the London Fire and Emergency Planning Authority from July 2000 and to all fire and rescue authorities with effect from April 2003, by virtue of an amendment in the Police Reform Act 2002.

It recognises that these key authorities have responsibility for the provision of a wide and varied range of services to and within the community. In carrying out these functions, section 17 places a duty on them to do all they can to reasonably prevent crime and disorder in their area.

The purpose of this section is simple: the level of crime and its impact is influenced by the decisions and activities taken in the day to day business of local bodies and organisations. Section 17 is aimed at giving the vital work of crime and disorder reduction a focus across a wide range of local services that influence and impact upon community safety and putting it at the heart of local decision making. Section 17 is a key consideration for these agencies in their work in Crime and Disorder Reduction Partnerships, Drug Action Teams, Youth Offending Teams, Children’s Trusts and Local Safeguarding Boards.

Section 37: This section sets out that the principal aim of the youth justice system is to prevent offending by children and young people and requires everyone carrying out youth justice functions to have regard to that aim.

Section 39(5): This section sets out the statutory membership of Youth Offending Teams reflecting their responsibilities both as a criminal justice agency and a children’s service. The membership consists of the following:

· At least one probation officer

· At least one police officer

· At least one person nominated by a health authority

· At least one person with experience in education

· At least one person with experience of social work in relation to children.

Youth Offending Services have a statutory duty to coordinate the provision of youth justice services including advising courts, supervising community interventions and sentences, and working with secure establishments in respect of young people serving custodial sentences and also in the latter category of a children’s service.

As Youth Offending Services are multi-agency teams, members will also need to be aware of the need to safeguard and promote the welfare of children that relates to their constituent agency.

Section 115: This section provides any person with a power but not an obligation to disclose information to responsible public bodies (e.g. police, local and health authorities) and with cooperating bodies (e.g. Domestic Violence Support Groups, Victim Support Groups) participating in the formulation and implementation of the local crime and disorder strategy.

The police have an important and general common law power to share information to prevent, detect and reduce crime. However, some other public organisations that collect information may not have had the power previously to share it with the police and others. Section 115 clearly sets out the power of any organisation to share information with the police authorities, local authority (including parish and community councils), Probation Service and Health Authority (or anyone acting on their behalf e.g. PCT & HCT staff) for the purposes of the Act. 

This ensures that information may be shared for a range of purposes covered by the Act e.g. for the functions of the Crime and Disorder Reduction Partnerships and Youth Offending Services, the compilation of reports on parenting orders, antisocial behaviour orders, sex offender orders and drug testing orders. 

National Health Service Act 1977

Makes provision for a comprehensive health service in England and Wales to improve the physical and mental health of the population and to prevent, diagnose and treat illness.

Section 2: This provides for sharing information with other NHS professionals and practitioners from other agencies carrying out health service functions that would otherwise be carried out by the NHS.

Section 22: This provides for sharing information in order for health organisations to exercise their health service function and for the local authority to exercise its function in order to secure and advance the health and welfare of the people of England and Wales.

The role of the NHS in safeguarding and promoting the welfare of children
Section 11 of the Children Act 2004 applies to a number of NHS organisations in England

· Strategic Health Authorities

· Designated Special Health Authorities

· Primary Care Trusts

· NHS Trusts

· NHS Foundation Trusts

As part of their duties under Section 11 of the Children Act 2004 all NHS staff need to ensure as part of their work with children and families, and with adults who are parents or carers who are experiencing personal problems, that the needs of their children are considered and that where necessary they are assessed and appropriate referrals made.

The Health and Social Care (Community Health and Standards) Act 2003

Core Standard 2 is relevant to safeguarding and promoting the welfare of children and states ‘Health care organisations protect children by following national child protection guidance within their own activities and in their dealings with other organisations’.

The National Service Framework

The National Service Framework sets out in Standard 1 – Promoting health and wellbeing, identifying needs and intervening early: As part of the promotion of the positive mental health of all children and young people, assessment of need and early intervention where children are at greater risk (e.g. Children whose parents are unsupported by wider family) can make a significant difference.

The National Service Framework sets out in Standard 5 what should ensure the safeguarding of children and young people and the promotion of their welfare.
The Adoption and Children Act 2003 

For further information about the Adoption and Children Act Regulations 2003 see Appendix 3: Where to find out more www.dfes.gov.uk/adoption/lawandguidance
APPENDIX 2

GLOSSARY OF TERMS

Anonymised information is information from which a person cannot be identified by the recipient.

Anonymised information can be used without service user consent and requires the removal of:

1. Name

2. Address

3. Full postal code

4. NHS number

5. Date of Birth

6. Local Identifiers

7. Anything else that could identify a service user e.g. photograph, x-ray, dental records

Confidential information should not normally be in the public domain or readily available from another source, it should have a degree of sensitivity and value and be subject to a duty of confidence.

Consent is agreement freely given to an action based on knowledge and understanding of what is involved and its likely consequences. All consent must be informed. The person to whom the information relates must understand why particular information needs to be shared, who will use it and how, and what might happen as a result of sharing or not sharing the information.

Explicit consent is consent given orally or in writing

Implied consent is where the person has been informed about the information to be shared, the purpose for sharing and that they have the right to object and their agreement to sharing has been signalled by their behaviour rather than orally or in writing.

Parental responsibility
Having parental responsibility means assuming all the rights, duties, powers, responsibilities and authority that a parent of a child has by law. People other than a child's natural parents can acquire parental responsibility through:

· Being granted a residence order   

· Being appointed a guardian   

· Being named in an emergency protection order (although parental responsibility in such a case is limited to taking reasonable steps to safeguard or promote the child's welfare)   

· Adopting a child 

In addition, a local authority can acquire parental responsibility if it is named in the care order for a child. 

Personal data is information about any identified or identifiable living individual and includes their name, address and telephone number as well as any reports or records. 

Practitioner is the generic term used in this guidance to cover everyone who works with children and young people.

Proportionality: The key factor in deciding whether or not to share confidential information without consent is proportionality: i.e. is the information you wish to, or are asked to share, a balanced response to the need to safeguard a child or another person, or to prevent or detect a serious crime?

Pseudonym

A name that is not somebody’s correct name.

Pseudonymisation requires all person identifying information to be removed from the original information and replaced with a pseudonym as the key identifier. The removed identifying information together with the referenced pseudonym is kept separately and securely where only those authorised can access it. This type of anonymisation can be reversed by rejoining the information using the key identifiers and, therefore, information sharing requires explicit consent from the service user.

Public bodies are any public service, for example a local authority, health services or schools.

Public interest is the interest of the community as a whole, or a group within the community of individuals.

Public interest test is the process a practitioner uses to decide whether to share confidential information without consent. It requires them to consider the competing public interests – for example, the public interest in protecting children, promoting their welfare or preventing crime and disorder and the public interest in maintaining public confidence in the confidentiality of public services, and to balance the risks of not sharing against the risk of sharing.

Safeguarding and promoting welfare is the process of protecting children from abuse or neglect, preventing impairment of their health and development and ensuring they are growing up in circumstances consistent with the provision of safe and effective care which is undertaken so as to enable children to have optimum life chances and enter adulthood successfully.

Serious crime for the purposes of this guidance means any crime that causes or is likely to cause significant harm to a child or young person or serious harm to an adult. 

Serious harm for the purposes of this guidance can be either physical or mental trauma to an adult.

Significant harm – there are no absolute criteria on which to rely when judging what constitutes significant harm. Consideration of the severity of ill-treatment may include the degree and the extent of physical harm, the duration and frequency of abuse and neglect, the extent of premeditation, and the presence or degree of threat, coercion, sadism, and bizarre or unusual elements. Each of these elements has been associated with more severe effects on the child, and/or relatively greater difficulty in helping the child overcome the adverse impact of the maltreatment. Sometimes, a single traumatic event may constitute significant harm, for example a violent assault, suffocation or poisoning. More often, significant harm is a compilation of significant events, both acute and longstanding, which interrupt, change or damage the child’s physical and psychological development. Some children live in family and social circumstances where their health and development are neglected. For them, it is the corrosiveness of long-term emotional, physical or sexual abuse that causes impairment to the extent of constituting significant harm. In each case, it is necessary to consider any maltreatment alongside the family’s strengths and supports. 

Well-being has a legal definition based on the five Every Child Matters outcomes; the achievement of these outcomes is in part dependent upon the effective work to safeguard and promote the welfare of children.

APPENDIX 3

Where to Find Out More

The Data Protection Act 1998 – Legal Guidance: www.informationcommissioner.gov.uk 

Department for Constitutional Affairs: Public Sector Data Sharing www.dca.gov.uk 

Department for Education and Skills 

 www.dfes.gov.uk/ 
Every Child Matters

Information Sharing

http://www.everychildmatters.gov.uk/informationsharing/
Working Together to Safeguard Children  

http://www.everychildmatters.gov.uk/workingtogether/
Adoption and Children Act Regulations 2003: 

http://www.everychildmatters.gov.uk/socialcare/lookedafterchildren/adoption/act2002/legislation/
Children Act 2004 - guidance

http://www.everychildmatters.gov.uk/strategy/guidance/
Department of Health Confidentiality: NHS Code of Practice

www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_4069253
General Medical Council  Confidentiality: Protecting and Providing Information

www.gmc-uk.org 

Nursing and Midwifery Council 

www.nmc-uk.org 

NHS Care Records

http://www.nhscarerecords.nhs.uk/nhs/publications
Youth Justice Board for England and Wales   

www.youth-justice-board.gov.uk 

APPENDIX 4
Confidentiality Information Agreement

This Agreement should be signed by all staff in Trafford CYPS, Primary Care Trust, Healthcare Trust, those on placements within these organisations and partners granted permission to access children and young people’s records in SAP (Social Care Case Management System). It should be signed in conjunction with reading the ’Trafford CYPS Information Sharing and Confidentiality Policy and Guidance’  which details the principles and legal context staff should be aware of and follow when sharing and processing information. The purpose of data protection legislation is to regulate the way that personal information is processed about individuals, whether held on computer or in a manual filing system. For the purpose of this document, those services within Trafford CYPS shall be referred to as ‘CYPS’, and those within either the Primary Care Trust or Health Care Trust shall be referred to as ‘PCT’ and ‘Trust’ respectively.
Your Responsibilities 

Confidential information shall include all information related to Trafford CYPS, Primary Care Trust, Health Care Trust and CYPS Safeguarding Children Service. This includes all confidential records, reports, documents and other information which is collated, acquired and presented. It also covers information held on IT databases. 

· Information will be processed and shared in accordance with the Data Protection Act 1998.

· Information Sharing is only permitted where specific consent is obtained from the service user or where an information sharing protocol and/or matrix is in place. Information Sharing can occur without consent in certain circumstances i.e. Child Protection matters (See Trafford CYPS/HCT/PCT Information Sharing & Confidentiality Policy and Guidance for clarification).

· Where IT access to a database has been permitted, under no circumstances must information held on that database be shared with any other colleagues, unless they have authorization to hold the information. Information in any format should only be accessed regarding your caseload or designated duties, unless you have delegated authority to access particular systems as part of your job. 

· Where SAP is accessed by partners, they should record any enquiry they make onto the system appropriately to ensure there is an audit trail of users and their access.

· Trafford CYPS reserves the right to audit, investigate, monitor, access, review, and disclose information related to your use of the organisation’s information systems at any time, with or without advance notice to you and with or without your knowledge.

· When your employment or association with Trafford CYPS/Trust ends, you will not access any Trafford CYPS/Trust information systems that you had access to; legal action may result if you do.

· You will not divulge to any third party any confidential information belonging to your employing organisation or any other partner agencies or individuals.

· It will be regarded as a disciplinary offence should any employee be found in possession of, or using, unlicensed software.

You should ask your supervisor for clarification if there are any items you do not understand before signing this agreement. Your signature below acknowledges that you have read and understood this agreement and realise it is a condition of your employment/ association with Trafford CYPS/Trust. A copy of this signed agreement will be made available to you at your request.

Sign Name……………………………………………………………………….

Print Name……………………………………………….……………………Date………………
APPENDIX 5

Confidentiality Agreement for Third Party Agents

1
Who are third parties covered by this agreement?

Third parties are located on-site for a period of time as defined within their contract, they include:

· Contractors 

· Inspectors employed for serious case files reviews

· Consultants

The third party agent, supplier or contractor undertakes:

· To treat as confidential all information which may be derived from or be obtained in the course of the contract or which may come into the possession of the contractor or an employee, servant or agent or sub-contractor of the contractor as a result or in connection with the contract; and

· To provide all necessary precautions to ensure that all such information is treated as confidential by the contractor, his employees, servants, agents or sub-contractors; and

· To ensure that he, his employees, servants, agents and sub-contractors are aware of the provisions of the Data Protection Act 1998 and BS7799 and that any personal information obtained from Trafford Council, Health Care Trust* or Primary Care Trust shall not be disclosed or used in any unlawful manner; and

· To indemnify Trafford Council, Health Care Trust or Primary Care Trust* against any loss arising under the Data Protection Act 1998 caused by any action, authorised or unauthorised, taken by himself, his employees, servants, agents or sub-contractors.

All employees, servants, agents and/or sub-contractors of the third party agent or Contractor will be required to agree to and sign a confidentiality statement when they come to any of Trafford CYPS, Health Care Trust or Primary Care Trust* sites where they may see or have access to confidential personal and/or business information.

2
Supplier Code of Practice (based on example from Introduction to Data Protection in the NHS (E127) and BS7799)

1 The following Code of Practice applies where access is obtained to Trafford CYPS, Health Care Trust or Primary Care Trust* personal data/information, as defined within the Data Protection Act 1998.

2 The Supplier must certify that his organisation is registered appropriately under the Data Protection Act 1998 and legally entitled to undertake the work proposed.

3 The Supplier must undertake not to transfer the personal data/information out of the EEA unless such a transfer has been registered, approved by Trafford CYPS, Health Care Trust or Primary Care Trust* and complies with the Information Commissioners guidance on Safe Havens.

4 The work shall be done only by authorised employees, servants, or agents of the third party or contractor who are aware of the requirements of the Data Protection Act 1998 of their personal responsibilities under the Act to maintain the security of Trafford CYPS, Health Care Trust or Primary Care Trust* personal data/information. 

5 While the data/information is in the custody of the third party agent or contractor it shall be kept in appropriately secure means.

6 Any data/information sent from one place to another by or for the third party agent or contractor shall be carried out by secure means. These places must be within the supplier’s own organisation or an approved sub-contractor.

7 Data/Information which can identify any service user/employee of Trafford CYPS, Health Care Trust or Primary Care Trust* must only be transferred electronically if previously agreed by Trafford CYPS, Health Care Trust or Primary Care Trust*.  This is essential to ensure compliance with strict controls surrounding the electronic transfer of identifiable personal data/information and hence compliance with the Data Protection Act 1998 and BS7799.  This will also apply to any direct-dial access to a computer held database by the supplier or their agent. Any information concerning service users/employees of NHS organisations should be encrypted to a standard which has been approved by NHS Connecting for Health.
8 The data/information must not be copied for any other purpose than that agreed by the third party agent or contractor and Trafford CYPS, Health Care Trust or Primary Care Trust*.

9 Where personal data/information is recorded in any intelligible form, it shall either be returned to the Trafford CYPS, Health Care Trust or Primary Care Trust* on completion of the work or disposed of by secure means.

10 Trafford CYPS, Health Care Trust or Primary Care Trust* will expect an escalation process for problem resolving relating to any breaches of security and/or confidentiality of personal information by the third party agent or Contractor employee and/or any agents and/or sub-contractors.

11 Any security breaches made by the third party agent or Contractor employees, agents or sub-contractors will immediately be reported to the Caldicott Guardian of Trafford CYPS, Health Care Trust or Primary Care Trust*. 
Certification form:

Name of third party 

Agent or Contractor:
____________________________________

Address of third party 

agent or Contractor:

_____________________________________





_____________________________________





______________________________________





______________________________________

Telephone number:

______________________________________

E-mail details:

______________________________________

On behalf of the above organisation I certify as follows:

· The organisation is appropriately registered under the Data Protection Act 1998 and is legally entitled to undertake the work agreed in the contract agreed with Trafford CYPS, Health Care Trust or Primary Care Trust*.

· The organisation will abide by the requirements set out above for handling any of Trafford CYPS, Health Care Trust or Primary Care Trust* personal data/information disclosed to my organisation during the performance of such contracts or work agreed with them.

Signed:


______________________________________

Name of Individual:

_______________________________________

Position in organisation:
_______________________________________

Date:



________________________________________

* delete as appropriate          

APPENDIX 6

MEETING TYPE/TITLE……………………………………………………DATE………………………LOCATION……………………………….

	Attendance Record & Confidentiality Information Agreement for Multi Agency Meetings

This document forms part of the ’Trafford Information Sharing and Confidentiality Policy for Staff Working with Children, Young People & Their Families’.

This agreement must be signed by all meeting attendees whether agency representatives or employees. It must be completed as part of any meeting held by Trafford CYPS/Trust where information sharing of a sensitive or confidential nature about clients or the organisation will occur. 

Confidential and sensitive information shall include all confidential records, reports, documents and other information that is collated, acquired and/or presented.

Your Responsibilities at this Meeting

· Information Sharing is only permitted where specific consent is obtained from the service user or where an information sharing protocol and/or matrix is in place. Information sharing can occur without consent in certain circumstances i.e. Child Protection Matters (See Trafford CYPS/HCT/PCT Policy on Information Sharing & Confidentiality for clarification).

· When your employment or association with Trafford CYPS/Trust ends, you will not access or disclose any Trafford CYPS/Trust information that you had access to; legal action may result if you do.

· You will not divulge to any third party any confidential information shared at this meeting.

You must ask the chair of the meeting for clarification if there are any items you do not understand before signing this agreement. Your signature acknowledges that you have read and understood this agreement and realize it is a condition of your attendance at this meeting. A copy of this signed agreement will be made available to you at your request.


	Name

(pls print)
	Job title, Agency representing

/Dept if Trafford or Trust employee
	Signature to agree to comply with content of Confidentiality Agreement



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Copy as required for the same meeting if more attendees present, ensuring the meeting details are completed and the same for all sheets

APPENDIX 7


Text for Meeting Attendees

Confidentiality Information Agreement for Multi Agency Meetings

This document forms part of the ’Trafford Information Sharing and Confidentiality Policy for Staff Working with Children, Young People & Their Families’.

This agreement must be signed by all meeting attendees whether agency representatives or employees. It must be completed as part of any meeting held by Trafford CYPS/Trust where information sharing of a sensitive or confidential nature about clients or the organisation will occur. 

Confidential and sensitive information shall include all confidential records, reports, documents and other information that is collated, acquired and/or presented.

Your Responsibilities at this Meeting

· Information Sharing is only permitted where specific consent is obtained from the service user or where an information sharing protocol and/or matrix is in place. Information sharing can occur without consent in certain circumstances i.e. Child Protection Matters (See Trafford CYPS/HCT/PCT Policy on Information Sharing & Confidentiality for clarification).

· When your employment or association with Trafford CYPS/Trust ends, you will not access or disclose any Trafford CYPS/Trust information that you had access to; legal action may result if you do.

· You will not divulge to any third party any confidential information shared at this meeting.

You must ask the chair of the meeting for clarification if there are any items you do not understand before signing this agreement. Your signature acknowledges that you have read and understood this agreement and realize it is a condition of your attendance at this meeting. A copy of this signed agreement will be made available to you at your request.


APPENDIX 8

Guidance for Completion of Risk Assessment for Removal of Files from the Office 
Please refer to guidelines in Trafford CYPS Information Sharing and Confidentiality Policy and Guidance section 3.10: Removal of files from office for details of when it is acceptable to remove files from their permanent locations.
	Hazard
	Action already taken to reduce the risk

(Control measures)
	Residual Risk

H – High

M – Medium

Low - Low
	Are the control measures adequate?

Yes/No)
	Further Action required

(if No)
	By whom & when

	List all the significant hazards likely to affect the risks related to the removal of a service user file. If no hazards are perceived, this must be stated and no further action will be required, otherwise continue with the assessment. Remember the identification of hazards must be based on observation, past experience and most importantly through talking to staff who undertake the task or their representatives.

E.g.:

· Access to the file contents by unauthorised personnel

· Damage to the file (by fire, water etc)

· Theft


	You need to indicate the steps that have been put into place to prevent hazards harming people. For example

have you provided:

specific procedures on how to undertake the task

safely;

adequate information, instruction or training;

Ask yourself:

Can the hazard be removed completely?

Is there a less hazardous option?

Can it be adequately controlled?

Do the precautions represent good practice?

Do they meet the standards set by a legal requirement?


	The next stage is to assess the residual risk, i.e. what is the remaining risk after all the control measures have been put into place.

You need to take into

account the likelihood and

severity of the hazard(s)

High – where the hazards are likely

Medium – where the hazards are foreseeable

Low – where the hazards are unlikely


	If the control measures are in place and are adequate you need to indicate YES.

	If they are not, or it is identified as requiring improvement, you need to indicate the further action required, which must include the timescale when the control measure will be put into place and by whom.

Where the corrective action may have service area implications the risk assessment form must be brought to the attention of the service manager and relevant Health and Safety Committee or JCC.

The assessment will need to be reviewed once the control measure has been put into place and monitored to ensure they are effective and are adhered to.


APPENDIX 9

Document Tracer Card Header Sheet
Each time a service user’s case file is removed this card must be completed and inserted in place of the file in its storage location. When the file is returned, this card must be completed and placed at the back of the service user’s file to provide an audit trail of the files location history.

Service user name:………………………………………………………………
Reference Number:………………………………………
	Date
	Removed by
	Signature
	Risk Assessment
	Current location
	Name of authorising Manager:
	Manager’s Signature:
	Date
	Returned by - Signature

	
	
	
	High/Med/Low*
	
	
	
	
	

	
	
	
	High/Med/Low*
	
	
	
	
	

	
	
	
	High/Med/Low*
	
	
	
	
	

	
	
	
	High/Med/Low*


	
	
	
	
	

	
	
	
	High/Med/Low*


	
	
	
	
	

	
	
	
	High/Med/Low*


	
	
	
	
	

	
	
	
	High/Med/Low*


	
	
	
	
	


Where a risk assessment has been completed, this should be kept within the service users file for reference. Where one has not been completed, please use the guidance in Appendix 8 to assist in the completion of this activity, and ensure this risk assessment is in place prior to any service user file removal.

* delete as appropriate

Appendix 10

Competence to Consent Checklist

	Name of child / young person being assessed:
	Date of Birth & Age
	File reference No.

	
	
	


	Discussion Topic
	Discussed:

   Yes/No
	What is child/young person’s view?

	Explanation of what information may be shared


	
	

	Explanation of consequences of information sharing


	
	

	Benefits of information sharing


	
	

	Possible negative consequences


	
	

	Informing someone with parental responsibility of their decision to share information
	
	

	Previous adverse experiences of sharing information


	
	

	Practitioners Assessment of competency 

	Can the child or young person…
	Assessment:

Yes / No

	…Understand the question being asked of them?
	

	…Appreciate and consider the alternative courses of action open to them?
	

	…Express a clear personal view on the matter, as distinct from repeating what someone else thinks they should do
	

	…Demonstrate reasonable consistency in their view on the matter? (i.e. they are not constantly changing their mind)
	

	Decision

You must have all 4 areas assessed as YES if your decision is competent.

Circle one of the choices on the right as your decision.
	COMPETENT



	
	NOT COMPETENT


I confirm that I have discussed the above fully with the child/young person named at the top of this page and made my assessment based on these discussions. Where appropriate I will support the young person in discussing their decision with the person who has parental responsibility for them.

Practitioners signature: …………………………………………………………...………………

Print: ………………………………………………………………………Date: ……………………

APPENDIX 11

	Consent for Information Storage and Information Sharing


	By signing this document, I understand that information about me will be stored on paper and electronically and used for the purpose of providing services to:

	Me 
	
	

	
	
	

	The child/ young person for whom I am Parent/Carer
	
	Name of Child/young person:

…………………………………

…………………………………

Their DoB……………………



	
	
	

	Trafford CYPS will seek to renew this consent every 12 months or if my circumstances change significantly (which ever occurs soonest).

Should I decide to withdraw my consent to share my information, then I understand that by doing so I may not receive all the services I may require to support my needs.
However I also understand that confidential information sometimes has to be shared without my consent to:

· Protect children, young people or adults from risk of significant harm; 

· Prevent or detect  a crime; or

· Prevent an unjustified delay in making enquiries about allegations of significant harm.

Unless there is risk to me or my family, Trafford CYPS will inform me if they have to share my information in these circumstances.

I can obtain more information on why and how Trafford CYPS processes information from one of the following guides:

· Sharing Information, a Guide for Service Users, Parents & Carers

· Sharing information, a Guide for Young People



	I agree/disagree* to this information being shared between children & young people’s services and relevant external agencies to support the delivery of services to me/my family.

Signed ……………………………….…………….…………….……   
Name ………………………………………….…….……..…………
Date ……..……………………..…..                                        *delete as appropriate                                                                                      
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Guidance for Sharing Personal Information by Post



Keep it Safe























1

3

4

Always address to a named person, or job title, not a Department or Organisation

2

Seal the information in a robust envelope

Mark the envelope “Private & Confidential to be opened by Addressee only”

If using a window envelope ensure that only the name and address are visible

5

CDS or floppy discs should be encrypted to the standard approved by Connecting for Health
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Guidance for Sharing Personal Information by Phone













Be discreet, ensure conversations aren’t overheard

1

Confirm the identity of the person requesting the information

2

Confirm the reason for the information request

3

4

Check whether the information can be provided.  If in doubt say you will ring them back

5

Provide the information only to the person who has requested it (do not leave messages)

Take a contact telephone number, e.g. main switchboard number (never a direct line or mobile)
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Guidance for Sharing Personal Information by Fax

1

Are you faxing to a Safe Haven/ Secure Fax?

If not follow the steps below











1

2

3

Double check the fax number and dial carefully. If using pre-programmed ensure it is the correct number

4

Make sure the fax cover sheet states who the information is for and mark it “private & confidential”

5

Request a report sheet to confirm that transmission was ok



Ask them to acknowledge receipt of the fax

Telephone the recipient of the fax to let them know you are going to send confidential information








